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Adoption of holistic approach that identifies potential threats and impacts to the 
security & public  well-being 
AND; 
to develop the industry to become  cyber resilience by having the capability to 
safeguard the interests of its stakeholders, reputation, brand and value creation 
activities 
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People • Public Awareness
• High Competent People -

Certified / Qualified Staff 
(Internal & External Resources)

Process • Policies, SOP and Guideline properly 
packaged and protected (ie. Intellectual 
Property such as copyright etc)

Technology • Latest equipment/tools/software 
(ie. certified lab)

People – Process – Technology
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Best Practices in Industry 4.0
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Identify Protect Detect Respond Recover

Cooperation of both public and private stakeholders working together to 

enhance cyber security



Copyright © 2018 CyberSecurity Malaysia 6

Identify Protect Detect Respond Recover

Cooperation of both public and private stakeholders working together to 

enhance cyber security

Conduct security-focused risk assessment to identify threats to critical 

functions in healthcare system and risks associated with cyber security. This 

allow the decision maker to manage and mitigate the risks before they occur

Specify proper policies to clarify 

the requirements in

Define and streamline leadership, 

governance, and expectations for 

cyber security

Best Practices in Industry 4.0 - Identify
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Identify Detect Respond Recover

Cooperation of both public and private stakeholders working together to 

enhance cyber security

Protect

Based on the risk assessment results, the decision 

maker will determine and implement relevant 

information security controls including establishing 

relevant policies and  installing preventive tools

People is the weakest link in cyber security chain

• Based on the risk assessment results, appropriate trainings for 

employees’ competency and capability to manage information 

security are needed

• Raise awareness on cyber threats to all levels of staff 

including management  to address threats from unintentional 

damage, accidental errors/malfunctions/ failures, 

disruptions/outages and insider threat

• Engaging in regional or national information-sharing 

organizations to learn more about the cyber security risks faced 

by Healthcare services

Employ physical 

security access 

controls and 

protection measures

Develop secure and 

private communication 

networks

Best Practices in Industry 4.0 - Protect
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ISO/IEC 27001:2013 Info Security Controls
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A.8 Asset Management

A.7 Human Resources 

Security

A.6 Organization Of 

Information Security

A.5 Information 

Security Policies 

A.12 Operations Security

A.11 Physical and 

Environmental Security

A.10 Cryptography 

A.9 Access Control A.16 Information Security 

Incident Management

A.15 Supplier 

Relationships

A.14 System Acquisition,  

Development and 

Maintenance

A.13 Communications 

Security

A.18 Compliance

A.17 Information Security 

Aspects of Business 

Continuity Management

Clause 7 Support

Clause 6 Planning

Clause 5 Leadership

Clause 4 Context of 

the organisation

Clause 9 Performance 

evaluation

Clause 8 Operation

Clause 10 Improvement

Information security controlsRequirements
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Identify Protect Respond Recover

Cooperation of both public and private stakeholders working together to 

enhance cyber security

Detect

Provides evaluation and certification on  

security functionality of ICT products & 

Systems against defined criteria or 

requirements of ISO/IEC 15408 

Common Criteria standard

Provides analysis on vulnerabilities 

findings and recommendations based on 

best security practices in mitigating the 

discovered security weaknesses

Best Practices in Industry 4.0 - Detect
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CYBER THREAT INTELLIGENCE

11
Ref: VPN Reviews
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RECONNAISSANCE

WEAPONIZATION

EXPLOIT

DELIVERY

INSTALLATION

COMMAND AND CONTROL

(C&C)

ACTIONS
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Identify Protect Detect Recover

Cooperation of both public and private stakeholders working together to 

enhance cyber security

Respond

Incident Response Team - A group of people who 

prepare for and respond to any emergency 

incident  such as any real or suspected adverse 

event in relation to the security of computer 

systems or computer networks

Measurement of effectiveness can be a 

mechanism to monitor regularly the 

performance of any implemented controls

Best Practices in Industry 4.0 - Respond
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RESPONSE: SYSTEMS WILL BECOME MORE 

INTELLIGENT AND INTEGRATED – THE RISE 

OF “EXPERT SYSTEMS” 
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Identify Protect Detect

Cooperation of both public and private stakeholders working together to 

enhance cyber security

Respond Recover

• Beyond risk management, cyber security is also about resiliency and strategies

for service continuity, when an attack is successful

Management to review the effectiveness of cyber security management based on 

risk assessment result, audit finding, inputs from interested parties, change 

management, recommendations for improvements and etc. 

Provide periodic “health check” on cyber security management

Best Practices in Industry 4.0 - Recover
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Process Assurance - Vulnerability 
Assessment & Penetration Testing (VAPT)
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(3) Provide specific 
remediation to 

eliminate the attack 
vectors

(2) Provide vulnerability  
impacts level to assist 

organisation for 
corrective action plan

(1) Detect known 
vulnerabilities and 
potential exploits/ 

security flaws (4) Evaluate effectiveness of 
security controls and 

procedures to meet the 
minimum ICT infrastructure 

security baselines

VAPT provides in-depth analysis of vulnerabilities and recommendations 

based on best security practices in mitigating the discovered security 

weaknesses
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ICT Products & Systems Assurance
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Malaysian Common Criteria Evaluation and Certification (MyCC) Scheme provides  
a systematic process for evaluating and certifying the security functionality of ICT 

products & systems against defined criteria or requirements of ISO/IEC 15408 
Common Criteria standard

Detection and eradication of 
security flaws discovered on 
product, system or life cycle 

development during evaluation

Improvement during evaluation in 
terms of development and 

maintenance activities can avoid 
creating vulnerability to the 

product or system

MySEF lab is MS ISO/IEC 17025 accredited.
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SIEM With ELK Stack

22



Copyright © 2018 CyberSecurity Malaysia

ICE - Integrated Cyber Evidence

Processing Engine2

Push malware log 
data

Data Analytics & Visualization3

Descriptive visualization
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Visualize enriched data using 
either ICE system, Zeppelin or 

Kibana

Telemetry Data Ingest 
and Event Buffer Processing Engine Data Analytics & Visualization

Data EnrichmentData ingestion

Data flows into Metron 
via Kafka Topic

Push log data into 
nifi for 

enrichment
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SERVICES
Intelligence Incident Investigation

Cyber Security (Threat and Physical)

FACILITIES
xForensik : Evidence Preservation Tool

Information Security Operating Center

POLARIZATION

Certification

Awareness

Learning

Assessment

Consultation

POLICIES & 
GUIDELINES

Standard Operating Procedure

Best Practices

Standard and accreditation

Cyber I3 - Intelligence + Incident + Investigation
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The Last Mile Of Security 

AI and automation to perform an integrated expert 

security system:

•Device vulnerabilities

•Device misconfiguration 

•Automatically rank devices

25
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Take a Way Key Points

• Adopt more evolutionary & innovative cyber security measures through 

identify, protect, detect, respond and recover approaches

• Human factor  is a key to good cyber security thus, it has to be 

managed well

• Embed resilience in systems and infrastructures 

– Process assurance i.e. CTI, Threat Hunting, ISMS, VAPT

– ICT products evaluation and certification i.e. Common Criteria

• Everyone in the Industry 4.0 ecosystem must constantly remain vigilant

about protecting data and keeping confidential information private

• Keep abreast new and advanced technologies to understand emerging

threats
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