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Climate intelligence in IoT



Anemometer (wind speed), barometer (atmospheric pressure), rain gauge (rainfall), flow sensor (flow rate), soil moisture, inc linometer 
(ground tilt), piezometer (soil subsurface water pressure), temperature sensor, humidity sensor (air humidity), tide gauge, pressure sensor 

(water pressure)



A small but critical weakness that can cause major failure



Misleading climate intelligence concept
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A small but critical weakness that can cause major failure



Mirai - scan, check ports open?, dictionary attack for such, 

get control, 6 lacks, launches massive DDoS, Down domain 
name service (DNS)



Climate intelligence in IoT with defense
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• Always authenticated
• Least privilege access
• Micro-segmentation



ML – Adaptive threat detection
EA – Ease of access
CR – Cyber risk
ST – Security level (how much protected)



Results – Dynamic trust scores



• A fine-tuned LLM approach for IoT device fingerprinting, enabling accurate identification based on network traffic

• A zero-shot prompt engineering method based on LLM with RAG to detect previously unseen IoT devices without requiring 
model retraining.



• Zero shot has the capability to recognize something it has never seen before.
Shadow Scan



Shadow Scan



Shadow Scan



Pillar 3: ADEPT - Detection and Identification of Correlated Attack Stages in IoT Networks



Pillar 3: ADEPT
• Adept processes IoT traffic locally at the gateways to detect anomalous activities with respect to the normal profiles of the 

IoT devices. Alerts are generated only for those traffic flows that do not match against the profile and, subsequently, they 

are sent to the security manager. In comparison to sending all the network traffic to a central entity.

• Frequent itemset mining (FIM)—at the security manager to exploit the spatial and temporal characteristics of alerts 
received from different gateways and efficiently extract patterns corresponding to attack stages.

• Makes use of both alert-level and pattern-level information and classifies the malicious activities to probable stages of 
attacks using machine learning techniques.



Pillar 3: ADEPT
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