Ensuring Truth in Early Warnings

A Dynamic Security Framework for Climate Intelligence Networks & loT
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Climate intelligence in loT




: H We currently rely on Al models to predict
AI IS OU r FrO ntl l ne Defense, BUt It HaS EyeS devastating events—when a flood will
hit a valley, a landslide will bury a road,
or a cyclone will strike the coast [1].

However, these models do not see the
world directly. They are entirely
dependent on the Internet of Things
(loT)—millions of small, scattered
sensors acting as the "eyes" of the
system [1].

Data Pipeline

Early Warning

Physical World loT Sensors (The Eyes) [1] | Al Prediction Model
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Anemometer (wind speed), barometer (altmospheric pressure), raiP,ga uge (rainfall), flow seqsor (flow rate), soil moisture, inclinometer

(ground tilt), piezometer (soil subsurface water pressure), temperature sensor, humidity sensor (air humidity), tide gauge, pressure sensor
(water pressure)




,Achilles’ heel'.

A small but critical weakness that can cause major failure



Misleading climate intelligence concept
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The Achilles’ Heel: Polluted Data & Hallucinations

A small but critical weakness that can cause major failure

Data Pipeline l

=

| Physical World

Polluted
Data [2]
:

loT Sensors (The Eyes) [1]

=

| Al Prediction Model
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Al Hallucination
| Missed Alarm

Core Argument: If the sensor network
is compromised, the Al fails. Hackers
can feed 'polluted data’ into the system
(2]. The Result is Al 'Hallucinations.’

If a hacked sensor reports low water
levels during a flood, the Al will not
trigger the alarm [2].
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Why the Threat is Invisible to Traditional Security

Mirai - scan, check ports open?, dictionary attack for such,
_{_get control, 6 lacks, Iauq_ches massive DDoS, DOW_P domain
name service (DNS)
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Unlike corporate laptops, climate + Many legacy sensors have open digital + south tomorrow [7, 8. Individually,
sensors are remote (mountainsides, ports and weak passwords, making them they look like glitches; collectively,
riverbeds), rarely updated, and often easy prey for massive botnets like Mirai they blind the system [S, 10].
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physically accessible [4]. 2, 5].
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Climate intelligence in loT with defense

Weather

loT sensor
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The Logic of Data Water Treatment

<« Smart Valve
[Clamped Shut] P
Fiow Blocked %
loT Sensor f ‘ -
Stream - e T
- Al Model / The Ci
A Poison Data Smart Valve Pure Data — R
(Malicious Data) [Clamped Shut] (Clean Data)

The Analogy: Sensors are pipes; data is water. If “poison” (malicious data)
is detected, we shut off that specific valve [27]. We ensure the city (the Al)
drinks only pure water, guaranteeing the integrity of the warning system.



Strategic Shift: Building a Digital Inmune System

Moving from ‘Connect and Forget’ to

a biological defense model [1, 3]. ~—7] < I The Digital Guard

(Zero Trust)

II. The Al Detective

.. ll. The Network Analyst
(ShadowScan)

(ADEPT/APEX)

The goal is to actively detect and isolate
threats so we can act on the truth.



Pillar I: The Digital Guard — Zero Trust Architecture

['Old Model: Implied Trust j

z New Model: Zero Trust j
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If a device is on the network, it is trusted. Never trust, always verify [13].

» Always authenticated
» Least privilege access
* Micro-segmentation

We propose a Zero Trust Architecture [11, 12]. Implied
trust is removed. Every device must constantly prove its
integrity to remain part of the data stream.



The Mechanism: Dynamic Trust Scores

Trust Score = aML + SEA + vCR + 40ST

Monitoring:
Unauthorized site visits? [14]

Monitoring:

6

"\, SCORE DROPS

Weak credentials? [16]
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~ Action: Score drops instantly [17, 18].

Every sensor is assigned a dynamic score from 0 to 1 [15].
When the score falls below a threshold, the Al prediction
model automatically ignores that sensor's readings [14].
One ‘bad apple is isolated before it spoils the prediction.

Threshold:

Automatic Isolation.

ML - Adaptive threat detection
EA - Ease of access
CR - Cyber risk

ST - Security level (how much
protected)
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Pillar lI: The Al Detective — ShadowScan

The Challenge: In
climate emergencies,
new sensors are
deployed rapidly [19].
Traditional security
blocks them because
they aren’t on the list.
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The Solution:
ShadowScan utilizes
utilizes Large Language
Models (LLMs)—the tech
behind ChatGPT—to
recognize device
fingerprints instantly [20].

 Afine-tuned LLM approach for loT device fingerprinting, enabling accurate identification based on network traffic
A zero-shot prompt engineering method based on LLM with RAG to detect previously unseen loT devices without requiring

model retraining.



Shadow Scan

« Zero shot has the capability to recognize something it has never seen before.
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Shadow Scan
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Shadow Scan

TABLE VI

EVALUATION RESULTS OF THE FOUR FINETUNED LLMs

Model Accuracy (%) Precision (%) Recall (%) F1 Score (%)
Seen Unseen Seen Unseen Seen Unseen Seen Unseen
Llama 87 10 86 10 87 10 87 10
DistilBERT 89 0 00 0 00 00
RoBERTa a0 0 00 0 00 00
TABLE VII
EVALUATION RESULTS OF THE FINETUNED LLM + RAG
Accuracy| Precision| Recall F1
Score
Seen 04 05% 04% 049
Unseen 81% 100% 81% 89%

TABLE V
EVALUATION RESULTS OF THE THREE BASE LLMs
Accuracy| Precision| Recall F1
Score
Llama 6% 0.01% 5% 1%
DistilBERT 4.8% 0.3% 4 8% 0.4%
RoBERTa 5.6% 0.3% 5.6% 0.6%
TABLE VIII
OVERALL RESULTS
Evaluation Metrics Results (%)
Model \ Approach Accuracy Precision Recall F1 Score
Seen | Unseen | Seen | Unseen | Seen | Unseen | Seen | Unseen

Random Forest 84 0 84 0 84 0 84 0
KNN - 733 0 734 0 73.2 0 733 0
L Base LLM - 6 - 0.01 - 5 - |
ama Finetuned LLM | 87 0 | 86 0 | 8 0 | 8 10
e Base LLM - 4.8 - 0.3 - 48 - 0.4
DistIBERT e e LI T 89 0 0y 0 a0 0 90 0
Base LLM - 5.6 - 0.3 - 5.6 - 0.6
RoBERTa e e d M T 90 0 T % [0 9% [ 0 [ % [ 0
RAG + LLM (LLaMA) 04 81 95 100 04 81 04 89




Pillar 3: ADEPT - Detection and Identification of

Correlated Attack Stages in IoT Networks

Surge Intensity/Data Volume

Time

Natural Weather Surge (Flood)

Surge Intensity/Data Volume
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Time

Malicious Digital Surge (Attack) [24, 25]

These frameworks act as detectives for the regional network [6, 23]. They use pattern-mining to “connect :
R

the dots” across space and time [9, 24], identifying illogical data spikes that indicate an attack rather

~ than a weather event.



Pillar 3: ADEPT

Adept processes IoT traffic locally at the gateways to detect anomalous activities with respect to the normal profiles of the
IoT devices. Alerts are generated only for those traffic flows that do not match against the profile and, subsequently, they
are sent to the security manager. In comparison to sending all the network traffic to a central entity.

* Frequent itemset mining (FIM)—at the security manager to exploit the spatial and temporal characteristics of alerts
received from different gateways and efficiently extract patterns corresponding to attack stages.

Makes use of both alert-level and pattern-level information and classifies the malicious activities to probable stages of
attacks using machine learning techniques.

Manager (online task)

Q‘ (6))¢ Aggregated b}
b Classification 5 alerts
< 'ﬁ FIM ©

r

{4} | Yes
Real-time IS. (2) onnection or
traffic Feature extraction Behavior (3)
Gateway (online task)
) Cuckoo Hash Table
: . . (1) Tati
5 | Profile device traffic ] Key Statistics
E Qo0 (ﬂ) @ k]_ 51148124+
U L > kz H91 4 8924 -
: loT Devices © . loT Devices . : :
...................................... . Gateway (offline task)
— Off-path logical links = = == Wired/wireless links

, , , . _ Fig. 2. Functional block diagram of Adept.
Fig. 1. Hierarchically distributed network architecture of Adept.
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Pillar 3: ADEPT
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Fig. 6. Performance comparison between MFL CFL and FL (a) Subnet-independent. (b) Subnet-dependent.

Fl=score (%)

65+

&0

Minimum supparl count

(a)

100

Fl=Score (%)

—+— Manager
F—r— Gateway 5
[--o-- - Galewsy 6
- Galeway 7
—*— Gateway Al

30

T T T T T T T T T T T T
40 &0
Minimum suppoart count

(k)

# Mined pattarns






	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12
	Slide 13
	Slide 14
	Slide 15
	Slide 16
	Slide 17
	Slide 18
	Slide 19
	Slide 20
	Slide 21

